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Records Management & Compliance a Corporate Priority?
Compliance with Laws and Regulations requires retention of 
information 

Excessive retention of information produces more discoverable matter

In order to avoid sanctions and manage data volumes, IT needs to
implement consistent and legally defensible destruction practices

The consequences of ignoring the imperative:
– Audits by Regulators

– SEC Investigations

– Litigation and possible sanctions

– Compliance retention failures against competing regulation requirements

– Uncontrolled costs for storage, audits, and litigations without routine 
disposition and destruction practices

The potential impact to your company may be significant – and cannot 
be ignored.
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More Work Required!

Policies aren’t clear, well communicated 
or supported by training

Records don't get declared by business 
users and/or are incorrectly classified

Records aren’t getting destroyed at all

Records are lost or destroyed too soon

Records are kept too long

RM and compliance policies not enforced

88% have formal records 
management programs but 30% 
do not include electronic records

36% do not regularly follow own 
RM policy

39% do not have formal process 
for holds

93% believe outcome of future 
litigation based on electronic 
records policy

46% doubt they could defend 
own electronic records

44% doubt own IT department 
understands RM policy

Source: Cohasset Associates, AIIM and ARMA 2007 Survey, A Renewed Call to Action

Survey Base:  17,000 Users—1,700 Responses
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RIM (Records & Information Management)
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efficient and 
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receipt, 
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disposition of 
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Vital Records
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What is a Record?

Recorded information 
– made or received by an organization
– regarding legal obligations or transactions
– evidence of operations
– has value requiring retention for a specific 

period of time
– regardless of recording format, medium or 

characteristics, 

Source:  ISO Standard 15489
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Preservation

Processes and operations involved in ensuring the 
technical and intellectual survival of authentic records 
though time

Content—that which conveys information 

Structure—appearance and arrangement of the content

Context—background information that enhances 
understanding of technical and business environments to 
which the records relate (metadata)
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Classification
Systematic identification and arrangement of business 
activities and/or records into categories (sometimes 
referred to as the file classification scheme, record 
plan, or file plan).

1.0  Sales

2.0  Marketing

3.0  Engineering

4.0  Administration

The ABC Company

1st Tier
Categories

Business Functions
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Using the File Plan
Organises, describes, and 
links records

Links and shares 
interdisciplinary records

Provides improved access, 
retrieval, use and 
dissemination of records

Attributes may be defined 
at higher levels and 
inherited at lower levels 
(i.e. retention, vital record, 
security, etc.)

1.0  Sales

2.0  Marketing

3.0  Engineering

4.0  Administration

The ABC Company
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Retention Schedules

Organisation’s policy stating the retention period of the 
record

May vary by record type and/or business unit (i.e. 
general correspondence records for the CEO versus 
general correspondence records for a lower-level 
department manager)

Determined by:

–Legal Statutes

–Business Requirements

–Historical and/or Research Value
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Number Title Authority Description Retention 
Period Event Legal 

Citation Notes

A-1235 Consumer 
Complaints

Commonwealth of 
Pennsylavania 
Insurance Department 
Office of Regulation of 
Companies  
Insurance Department 
Notice 2000-07, 19 
May 2000

Consumer complaints 
including log of complaints 
and correspondence with 
state insurance department

5 Years Resolution 
of Complaint

40 P.S. 
§1171.5(11)

Failure to maintain a 
complete record of all 
complaints received 
during the preceding 4 
Years is a violation of 
the Unfair Insurance 
Practices Act.

A Sample Retention Schedule
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Disposition

Those actions taken regarding records no longer needed 
for the conduct of the regular current business of the 
organisation

Crea
te

Clas
sif

y

Use Disp
os

itio
n

Destroy

Transfer

Rev
iew

Time



15© 2008 IBM Corporation

Information Management Software | Enterprise Content Management

Date Closed
Date Discharged

Claim Settled

Initiating Disposition 

Triggered on Time and Events
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Holding Records

Suspension of the 
disposition/destruction

Ensures records in 
response to litigation, audit, 
investigation, etc. 

Presenter
Presentation Notes
Suspension of the disposition/destruction

Ensures records in response to litigation, audit, investigation, etc

Response to court-ordered discovery processes

May be in advance of any formal directives

May be applied at the individual record level or at a higher level within the file plan

Holds must be enforced at all levels within the organization

Must have proactive notification and reminder process
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Spoliation

This term broadly refers to the intentional, reckless, or 
negligent destruction, loss, material alteration or 
obstruction of evidence that is relevant to litigation.
Courts and litigants are becoming increasingly 
concerned with the spoliation of evidence.  The loss of 
evidence required for trial may prevent a party from 
adequately proving or defending a claim.
The most severe sanctions are generally reserved for the 
willful destruction of digital evidence. 
Nevertheless, numerous courts have shown a 
willingness to issue harsh sanctions for the negligent 
destruction of data. 
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131 million (est.) emails sent daily
– Predicted to increase to 276 billion by 2009

Email is 
– 75% of corporate Intellectual Property

– Subject to government and industry 
regulations eg FRCP

– Increasingly subpoenaed in litigation 

30% of people’s time is spent searching 
for relevant information.

Nearly 60% of companies impose mailbox 
size limits to curb the growth.

E-mail Messaging is Exploding

E-mail has 
become the 
primary medium 
for how we 
communicate.  
The consequence 
is that e-mail has 
become a de facto 
[record] 
repository.                     

CIO Magazine,      
Jan 2005 

E-mail has 
become the 
primary medium 
for how we 
communicate.  
The consequence 
is that e-mail has 
become a de facto 
[record] 
repository.                     

CIO Magazine,      
Jan 2005

Presenter
Presentation Notes
Here are some facts and figures about the explosive growth of Email:



131 million (est.) emails are sent daily and this is predicted to increase to 276 billion by 2009



Email is:

75% of corporate Intellectual Property

Subject to government and industry regulations

Increasingly subpoenaed in litigation 



30% of people’s time is spent searching for relevant information and nearly 60% of companies impose mailbox size limits to curb the growth.
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But It’s Not Just Email That Is The Problem…

“ … unstructured content is frequently scattered across an 
enterprise … in hundreds of email and file servers that are typically 

not well organized and not easily found … limited visibility into 
compliance with corporate policies.”

– IDC

Presenter
Presentation Notes
But it isn’t just email - after the mountains of e-mail that need to be managed, network shares are the next biggest problem organizations need to face in order to clean up their act around documents associated with compliance and meet the expectations of the courts for good Records keeping. 



And just like email, leaving end-users responsible for managing file share content appropriately – assuming that you even have a mechanism for managing the retention of these documents - brings considerable risk to the organization.  You need a reliable way to manage file system content for retention – and in part that means you need a process that doesn’t depend on the end user’s diligence … 
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Email and Records Management 

Email is a transport method, not a record type

– eMail value is determined by content

– Arbitrary mailbox limits (30 day, 60 day, or 90 day) help manage 
mailboxes and storage infrastructure only. 

Effective email management involves:

– Declaring email content as business records

– Integrating email content with other business content, transactions 
and processes

– Applying and enforcing records management policy to email

Records management for email mitigates compliance risks 
commonly found in systems that simply archive all email

Presenter
Presentation Notes
Why eMail Is Part of Records Management



Combining Records management with email mitigates compliance risks 



eMail is just a method of transporting business information and should be handled as such.  If similar information for 3 separate transactions came to you via fax, email, and paper, you would not ever think of classifying and retaining them under different plans.  



eMail should be kept with other contextually similar business content.  With all the same policies as other similar content. 



Managing email as a record instead of creating a digital landfill allows you to not only keep content together, but make sure it is destroyed at the right time, discoverable and safe.
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Many organizations already 
planning to federate or migrate 

email point solutions into a larger 
ECM strategy

Archiving Market is Evolving on Two Fronts

Archive Point Solutions
Easier to Deploy and Maintain
Simple Archive Rules
Simple Retention Rules
Another Repository Silo
Evolving to Intelligent Content 
Archiving

ECM Based Solutions
Platform for Intelligent Content 
Archiving

Context and Archive Rules 

Comprehensive Retention, Hold and Destruction 
using full Records Management

Business Process Integration

Single Repository for All Archived Document Types

Presenter
Presentation Notes
Historically, we’ve seen that the email market has been evolving on two fronts.



Initially we saw a lot of focus on email archiving point solutions, usually deployed by customers strictly as a quick solution to the ballooning storage demands placed upon their e-mail system, while having a simple way to search for messages should they need to.  Note that these solutions however may create the problem of having another repository silo. We’re also seeing customer demand to evolve this to Intelligent Content Archiving, e.g. archiving more than just email but also instant messages, files, or Sharepoint content.



<click> We’ve now started to see more of the emergence of ECM (Enterprise Content Management)-based solutions. These are already designed as a platform for Intelligent Content Archiving, in that ECM is all about a single infrastructure to manage all types of electronic content. As well, ECM solutions come with full Records Management capabilities and also with the ability to integrate content into business processes. 



<click> Note that both buying behaviors have similar characteristics – the ability to archive not only email but other types of content, the ability to help solve storage management issues on the email server via mailbox management, the ability to support legal discovery, and the ability to perform email supervision for compliance. 



<click> Many organizations that have deployed email archive point solutions are now realizing that they need to evolve those solutions into a larger ECM strategy. This can be done via migration or federation. The reasons for this include: the desire to not create another repository silo as well as the need for full ECM capabilities such as Records Mgt and BPM. 
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eDiscovery:  What it Means to You

Timely response to eDiscovery requests will be cost prohibitive
without a robust and enterprise wide records and documents 
management system.

eDiscovery will require an ability to store, access, search, and 
retrieve, structured, unstructured (e.g. email, and IM), internal and 
external data, and metadata as well as their printed outputs – and in a 
very timely and efficient manner.

Enforcing record retention policies can mean big savings -- A 
majority of documents reviewed in legal discovery should have been 
destroyed as part of a record retention protocol. 
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New Federal Rules of Civil Procedure Took Effect in 
December 2006 Raising the ECM Bar

The US Supreme Court approves new rules of civil procedure bringing a 
much needed standard and replacing dozens of state and local rulings

New Federal Rules of Civil Procedure on Legal Discovery (12/1/2006): 
– Early Attention: Rule 26 (a) (1): Show What You Have
– Early Attention: Rule 26 (f):  Requires a Discovery  Consensus
– Form of Production: Rule 34 (a) & (b): Can Ask for all Types of ESI
– Sanctions: Rule 37: No Penalty for Purges as Part of Normal 

Operations 
– Form of Production : Rule 26 (b) (5) (B): Privileged Information 

Protected 
– Accessibility: Rule 26 (b) (2) (B): Protection from Cost Prohibitive 

Discovery

There is no definition as to what constitute timely response in legal 
discovery. It is left to the discretion of judges and is bound to tighten as 
ECM solutions shorten response time.
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eDiscovery Process

Electronic Discovery is more than just searching … it is a 
process that defines what documents are needed, how they 

are handled, reviewed and eventually packaged to be 
presented to external or opposing counsel.
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Sedona cites ISO

Federal Rules cites 
Sedona

Use of ISO 15489
towards good faith

efforts
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www.thesedonaconference.org

The Sedona Conference® is a nonprofit, 
501(c)(3) research and educational 
institute dedicated to the advanced study of 
law and policy in the areas of antitrust law, 
complex litigation, and intellectual property 
rights. 

The Sedona Conference® Journal, 
Working Group Series, and Other 
Publications. 

The Sedona Conference® Institute (TSCI) 
is the continuing legal education extension 
of The Sedona Conference®
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Compliance Road Map and ARMA

http://www.arma.org/
pdf/RIMEAssessment
Sample.pdf

Available to guide 
through ARMA 
compliance 
assessments

http://www.arma.org/pdf/RIMEAssessmentSample.pdf
http://www.arma.org/pdf/RIMEAssessmentSample.pdf
http://www.arma.org/pdf/RIMEAssessmentSample.pdf
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IT Compliance Institutue

The IT Compliance Institute (ITCi) strives to be a global 
authority

No single enterprise risk management framework is 
comprehensive…instead, you’ll want to selectively 
combine standards by building around a central 
framework, such as COSO or AS/NZS 4360 

The Unified Compliance Framework (UCF) is the first and 
largest independent initiative to map IT controls across 
international regulations, standards, and best practices 

RM Matrix

www.unifiedco
mpliance.com/

www.itcinstitute.com

http://www.itcinstitute.com/ucp/fullimpactmatrix.aspx?id=4
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RM MATRIX OFFLINE
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Compliance Community links
www.sedonaconference.org
www.unifiedcompliance.com
www.records.nsw.gov.au/recordkeeping/dirks-methodology-manual_1787.asp
www.ica.org/
www.arma.org/bookstore/productdetail.cfm?ProductID=1462
http://www.archives.gov/index.html
http://www.lists.ufl.edu/archives/recmgmt-l.html
www.eedinc.com
www.epa.gov
Skupsky Records Manager
http://www.coso.org/publications.htm (Risk Register)
https://www.rmda.belvoir.army.mil/rmdaxml/sitemap.asp?mode=programs
http://www.epa.gov/records1/gloss/gloss07.htm
http://www.aiim.org
www.arma.org/standards/eassessment.cfm

http://www.sedonaconference.org/
http://www.unifiedcompliance.com/
http://www.records.nsw.gov.au/recordkeeping/dirks-methodology-manual_1787.asp
http://www.ica.org/
http://www.arma.org/bookstore/productdetail.cfm?ProductID=1462
http://www.archives.gov/index.html
http://www.lists.ufl.edu/archives/recmgmt-l.html
http://www.eedinc.com/
http://www.epa.gov/
http://www.irch.com/products.htm
http://www.coso.org/publications.htm
https://www.rmda.belvoir.army.mil/rmdaxml/sitemap.asp?mode=programs
http://www.epa.gov/records1/gloss/gloss07.htm
http://www.aiim.org/
http://www.arma.org/standards/eassessment.cfm
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IBM is the Acknowledged Leader

Gartner View 
Source: Gartner MarketScope for Records Management, 2007, 
Jan 30, 2007. ID G00145243

Forrester View 
Source: The Forrester Wave™: 
Records Management, Q1 2007, Mar 14, 2007

Market Map 
Source: IBM 2H07 GMV

$0.1 B, 16% CGR IBM EMC OTHEROPEN TEXT MOB
Records Mgmt
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RM Strategy 
This represents best information currently available; Plans do change so check with your IBM 
representative

P8 RM

– Certification to DoD 5015.2 v3 in Q308 … GA in Q308

– P8 RM on distributed only, no plans for zOS

IRM

– Certification to DoD 5015.2 v3 in Q109

– IRM on zOS in 1H09

New P8 RM federation capabilities leveraging P8 CFS

– P8 RM for CMOD

– P8 RM for CM8



37© 2008 IBM Corporation

Information Management Software | Enterprise Content Management

IBM Compliance Warehouse for Legal Control 
Leveraging IBM End-to-End Capabilities…

Disorganised
Enterprise Content
Manual Processes

Paper Storage

Optimise
Legal Discovery

Operational Controls
Analytics, BI & Reporting

Organise / Control
Automatic Classification
Records Management

Intelligent Content Archiving
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IBM Compliance Warehouse for Legal Control

IBM Business & Technology Services
• Multiple Assessments & Services

Digital Compliance Warehouse

Warehouse Services
• Records / Retention
• Automatic Classification
• Content & Process Analytic Framework
• Process Execution / Audit / Monitoring
• Provenance (Chain of Custody)
• Role Based Secure Access
• Meta Data Catalog Management
• Active Content / Lifecycle Events

Policy Management
Storage Management

Integrated IBM 
Hardware/Storage

(Optional)

Compliance
Vault

Lifecycle
Management

Warehousing and Storage

Legal Control
• Legal Hold & Discovery
• Records Management
• Case Management

Operational Control
• Risk & Control Framework
• Process Management
• Process Monitoring
• Taxonomy Management
• Search
• Compliance SOA

Analysis & Reporting
• Mining & Visualization
• Business Intelligence
• Process Simulation

Access Models

Enterprise Content
• Paper Capture
• Email, Documents, 

Images and Web

Operational Processes
• Workflow & Transactions
• Embedded Controls & 

Risk Monitoring

Information

Partner Solutions | Partner Services
• No Paper Weight

Simplified, Prescriptive, Easy To Deploy

Virtual
Warehouse Vaults

The Journey 

Regardless of your starting point … let us 
leverages your existing investments
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Brendan Reid
Global ECM Solutions Specialist 

IBM Information Management Software

Questions?
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